Abstract. In this paper, we propose novel cloud computing system intrusion detection model based on the modified genetic algorithm. Intrusion detection system as an important part of network security technology, in recent years has been rapid development, and technology already quite mature, today's mainstream IDS need to constantly upgrade feature library to ensure detection rules to prevent a new attack behavior, but for the IDS for a wider range of application, also must improve the test efficiency, reduce false positives and non-response rates. It depends on how the further research, including the new test model and detection method is put forward. In addition, the detection rules of good direction for the development of the study do not lose the IDS. In our method, the enhanced genetic algorithm is applied to optimize the traditional approaches.
Introduction
The computer system is an important part in people's daily life and work. With the promotion of the computer and network system, computer system has a certain openness, lead to the computer system and network security are threatened, and if unable to guarantee the normal operation of the computer system, may affect people's life and work, that cause huge economic losses. Therefore, shall make a detailed analysis of the computer system security, and take the scientific and reasonable maintenance strategy to ensure the normal operation of the computer system [1] [2] .
The reliability of the computer system is affected by the internal and external environment and the related factors. Specifically: the first is formed by constitute a system device internal stability, also is the internal factor; second, the emergence of the damage to the device could cause permanent system failure. To sum up, to further enhance general reliability of computer systems, in accordance with the relevant system to determine standard, best cost and related technologies, to gain higher reliability and the stability. In order to avoid caused by the virus and hacker invasion of computer systems can't run normally, can adopt firewall technology, intrusion detection, virus prevention strategy system, such as hackers attack defense measures to prevent. Firewall technology is mainly through the network access to a computer system to control and avoid the illegal user from the network channel invasion of basic computer systems and firewall technology to real-time monitor access behavior of computer internal resources and guarantee the safe operation of the computer network can be in general condition.
Invasion of means in the case of unauthorized attempt to access information, process information or damage the system in order to make the system unreliable, intentional act is not available. Intrusion detection point refers to the computer and the network resources malicious behavior recognition and response of the process. After more attention paid to the network security, intrusion detection has got great development the security technology such as data encryption, access control, firewall, intrusion detection system has become an active research topic in information security field [3] [4] .
Cloud computing technology has been applied to all areas of people's life and work and is one of the most popular technology, cloud computing technology has great advantage embodies in the following respects. (1) Cloud computing is not only the cost is low, and have higher efficiency. Any enterprise that the cloud computing can be applied to the enterprise's production and operation management, for example, cloud computing can be applied to the production plan of enterprise with the advantage of the quick start can expand the application range of the cloud features. (2) Product development is a very complicated process and cloud computing will push the product development process in a large, running on the server while it is convenient for people on large server to solve various problems in the process of product development. (3) In the process of application can save a lot of maintenance costs, thereby reducing cost and improve the economic efficiency with characteristics of cloud computing low cost make it has the flexibility of the application mode and good expansibility. In this article, we propose the novel cloud computing system intrusion detection model based on the modified genetic algorithm. In simple terms, the basic method of cloud computing is to make all kinds of large numbers of highly virtualized resources on the network management, forming a huge resource pool, to provide the service, the customer can public resources such as water or electricity as convenient access to services and realize resources to each according to his need.
The Proposed Methodology The Features of the Computer Architecture
With the development of computer technology, the reliability of the system is more and more complex, and the high reliability is always increase the cost of means when demand is bigger, how to guarantee the reliability of the system, and to keep costs to a minimum, while this optimization problem is the cost and reliability relationship. The characteristics of the computer system integration could be summarized as the follows [5] .  Computer integrated system requires variety of general subject knowledge. Computer system integration is not a single alone can get knowledge it requires a variety of subject knowledge integration that is the need for cooperation and coordination of a variety of subjects.
 Uniqueness. Because every client is different also different to the requirement of the computer integrated system, so this request according to the customer's specific requirements and basic characteristics of the computer system integration design, therefore, each computer integrated system integration engineering is different.
 High and new technology. Computer set system cannot be simply understood as a device, but a computer equipment for development, research, design and adjustment of a kind of system integration, in addition, it also need a more high and new technology to complete.
Hackers attack defense measures are mainly based on the network computer system maintenance personnel to the hierarchical computer and the level of detection and repair. First through the routing security features to prevent hackers in position to install firewall, the hacker attack, through firewalls limit adverse effects in the small area, that to prevent the spread of the attack, and through the test to determine the source of hacker attacks. At the same time the network detection equipment installed in the computer systems of important key points, to avoid being attack damage to the network bandwidth and server by using of the double gateway and filtering router filtering gateway host to prevent hacker attacks to guarantee the security of a computer system can transfer information [6] .
The Intrusion Detection Model
Deep intrusion detection system is a network security defense system important constituent, it through monitoring and analysis of network traffic, such as system audit records, the intrusion detection and recognition system and intrusion attempts, intrusion alarm is given, so that the system administrator to adopt effective measures to remedy system vulnerabilities. Different intrusion detection systems use different character sets and different analysis model to determine whether the system action can be intrusive. Intrusion detection can be divided into anomaly detection and the misuse detection. (1) Misuse detection is based on the known intrusion patterns to detect intrusion. By exploiting loopholes in the system and application, the invaders often attack, and the leak point can be encoded in a fixed mode, if an intruder attack pattern library of detection system, on which matched the intrusion is detected. (2) Anomaly intrusion detection system can detect the unknown intrusion, as long as the conflict with the normal behavior; Anomaly detection system can adaptively learn by each user's behavior in the detection system, the development outline of system or the user's behavior that can be detected when the user behavior change. Snort is a powerful, lightweight network intrusion detection system. It has the real-time data flow analysis and the ability of testing network login IP packet, protocol analysis, searching and matching the content. It can detect a variety of different ways of attack, the attack in real time report to police. Accordingly, the intrusion detection models could be summarized as follows. (1) The immune system method. Forrest team a short sequence matching algorithm was presented, and normal sequence is used to calculate the actual system call sequence model of basic similarity degree, the algorithm only considers the system call in time sequence, without taking into account the parameters of the call. (2) Statistical model analysis. To set the threshold of system attributes are: a specific type of network connection number, the number of attempts to access the file, as the number of core access to the file directory and the number of access to the network system. (3) The neural network. A neural network is essentially composed of a large number of cells through with the connection weights of interacting between units, realizing the complex mapping function. The initial stage, with the normal user history behavior training network, basic network input current for the user input commands and have been executed command. User executes the command is used to predict the user input of neural networks in the next command, when using neural network to predict that a user correct subsequent command, which to some extent that shows the customer behavior and outline the framework of deviation [7] .
The Modified Genetic Algorithm
Genetic algorithm is a kind of based on the theory of natural selection and genetic, with the rules of survival of the fittest in the process of biological evolution and population inside chromosomes randomly information exchange mechanism of basic combination of optimization search algorithm. Using genetic algorithm to solve the problem, the first of the coding problem's solution, and constitute a "chromosome", different populations of chromosome structure. Population size values for the several dozens to hundreds of commonly, too difficult to work out the optimum solution, too big growth convergence time. Each chromosome is called the individual in the population. Each individual have a fitness value according to the fitness function, according to the actual problem solving proximity to specify and then through the selection, crossover and mutation are three populations of a new generation of better operation as the chromosomes with higher fitness values are more likely to produce offspring.
The adaptive genetic algorithm is against disadvantages of basic genetic algorithm. The crossover probability and mutation probability is change with fitness automatically, this method can use relative to a solution of the best crossover probability and mutation probability. Adaptive genetic algorithm not only can maintain the diversity of the population, but also guarantees the convergence of genetic algorithm, so group strategy based on improved genetic algorithm of fitness function is the follows.
The adaptive includes two levels: on the one hand, the adaptive crossover probability and mutation probability adjust and on the other hand is the adaptive crossover and mutation operator. The improved crossover probability and mutation probability can not only adjust automatically along with fitness, but also can make the biggest fitness individuals in a population of the crossover probability and mutation probability is not zero, it is accordingly improved the good individuals in a population of crossover probability and mutation probability making them not in state of stagnation. produce antibodies to resolve the problem, through the antigen and antibody affinity for the basic approximation degree of feasible solution and the optimal solution as biological immune system to automatically generate the corresponding antigen antibody against. Immune genetic algorithm can not only keep the basic advantages of stochastic global parallel search genetic algorithm, but also can effectively overcome the basic genetic algorithm in the light of the phenomenon such as premature convergence with the global convergence is also improved.
The Cloud Computing System Intrusion Detection Model
Cloud computing on the service mode and technology innovation concept, and based on cloud computing, constitute the new network platform, on the one hand, for information resource management and service provides a new method, but also brings a series of new problems to solve. For cloud computing, the reference to the theory of traditional distributed computing. Normally, cloud computer cluster is adopted to form a data center, and in the form of service delivery to the general and the ordinary user.
Cloud computing system to deal with large data sets, analysis, to provide customers with efficient service and therefore, data management technology must be able to efficiently manage large data sets. Second, how to find specific data in the huge data and cloud computing data management technology must solve the problem. The characteristics of cloud computing is the vast amounts of data storage, after reading a large number of the analysis, data read operation frequency is greater than the update frequency of the data, the cloud data management is a kind of data management optimization [8] .
IaaS provide hardware infrastructure deployment services for users on demand to provide physical and virtual resources such as computing, storage, and network. In the process of using the IaaS layer service, users need to IaaS service provider to provide general infrastructure layer of the configuration information, program code running in infrastructure and related user data. Because data centers is the basis of the IaaS layer, data center management and optimization problems become a research hotspot in recent years. In addition, in order to optimize the distribution of the hardware resources, IaaS layer of virtualization technology is introduced. By using Xen and KVM, VMware virtualization tools, can provide high reliability, strong customizability, scale extensible IaaS layer service.
Conclusion
In this paper, we propose the novel cloud computing system intrusion detection model based on the modified genetic algorithm. Intrusion detection technology is nearly 20 years of an initiative to protect themselves against attacks of new network security technology. It is generally through the online or offline analysis system of the audit data, when found that intrusion attempts or intrusion behavior, network administrators can timely report, which enables the administrator to take remedial measures, such as disconnected to prevent the spread of fault data, send the intruder warning, etc. It is a significant part of the network security technologies which has become a hotspot in the core research of the network security. Accordingly, our research combines the modified genetic algorithm to propose the enhanced cloud computing system intrusion detection model that is innovative.
